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Abstract

The Internet is widely known as the biggest source of growing information ,it consisted of
millions of documents called web pages, to access these web pages by the user of internet, he
or she depends on the browser to connect to the machine called web server where data is stored,
by sending requests to web sever for the required web pages returned in HTML format loading
out the text and graphics on the user’s computer screen, all the previous transactions occurred
between the web server and the browser are recorded in a file named web log file exists in a
web server.

Web log file is an archive information about the history of requested web pages , in addition
to request date/time ,client ip address, user agent (the OS used) and referrer(the last pages the
user was on),in this thesis these information are used to extract useful knowledge to provide a
better understanding of users behavior.

First data in log file is prepared the for processing (preprocessing stage),by selecting the
necessary records e.g. client ip address, date/time record and requested pages, also removing
the unnecessary data e.g. requested page leads to view or download picture or video ends with
extension like jpg,gif,wam,kmp , from the extracted records , the sessions for every user are
identified (session is a set of pages the user has visited in specific time) to form the transaction
database ,in the next stage data mining techniques are applied to transaction database (pattern
discovery) ,such as association rules techniques to describe the user pattern through the
correlated visited pages ,also classification techniques are used to classify every page from the
set of correlated pages to its category, then the classification results are analyzed , using the
visualization techniques(pattern analysis) by presenting the classification result for every user
in graphical manner clarifies the user behavior showing the differences between all users
behaviors.
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Introduction



Chapter 1

1.1 Introduction

The Internet offers a huge, widely global information center for news, advertising,
consumes information, financial management, education, government, and e-
commerce. It contains rich and vital information, about the contents of a web page with
hyperlink structures and multimedia, and hyperlink information.

The access and use of information provides fertile sources for extracting data.
Consequently, web mining is the application of data mining techniques to discover
patterns, and knowledge from the web. Web mining is the application of data mining
techniques to extract knowledge from web data, including Web documents, hyperlinks
between documents, usage logs of web sites [1],the aim of using web mining techniques
for understanding user behavior is to profile user characteristics. Web mining works as
an inductive data analysis which produces various interesting and valuable patterns
from the collected data. Large amount of data is produced from websites data which
can reveal conditions for example of whether a user prefers to visit a specific type of
sites or not.

according to analysis targets, web mining can be organized into three main categories
as shown in figure 1.1 below:

Web mining

Web content mining Web structure mining Web usage mining
l l h 4 l l l i
‘ Text ‘ ‘ Image ‘ Video ‘ Audio Structure Web server Application
records logs sever logs
Hyperlinks Document
structure
A 4 l

Intra-document External-document

hyperlinks hyperlinks

Figure 1.1: web mining categories and their elements



1-Web Content Mining:

Web Content Mining is the process of extracting useful information from the contents
of Web documents. Content data corresponds to the collection of facts a Web page was
designed to convey to the users ,It may consist of text, images, audio, video, or
structured records such as lists and tables[2].

The form of web content mining data is divided in two types

e Unstructured data such as free text .
e Structured data as HTML documents and more structured data as tables and data
base generated HTML pages.
Application of text mining to Web content has been the most widely researched.

Web content mining analyzes web content data by applying data mining techniques
such as extracting association patterns, clustering of web documents and classification
of Web Pages.

The goal of web content mining is mainly to improve information, finding or filtering
Information, building a new model of data on the web to improve the searching process,
by analyzing web content such as text, multimedia data, and structured data (within
web pages or linked across web pages)[3].

2-Web structure mining:

Web structure mining is the process of using graph and network mining theory and
methods to analyze the nodes and connection structures on the web [4].

These are as follows:

®  Hyperlink: It is an element in an electronic document that links to another
place in the same document or to an entirely different document. Hyperlinks
are divided into two types.
1- Internal-document hyperlinks that lead to pages within the same website.
2- External -document hyperlinks that lead to other web pages.

¢  Document Structure: It is a schema language for XML that is a language for
describing valid XML documents [5].

3-Web usage mining

web usage mining is the application of data mining techniques to discover interesting

usage patterns from web usage data in order to understand and better serve the needs of
web based application[6], It emphasizes on the knowledge discovered while the user is
navigating through the websites. That means all kinds of user requests and maintaining
a repository of all such requests in log files. Web usage mining is classified into two
types.

* Web Server Data:
Logs are made by the web server and they include field like IP addresses, the web
pages accessed and the access times.

e Application Server Data:
Such applications are prepared for carrying out the business transactions and make their
repository in application server logs [6].



Web usage mining is a process explained briefly as shown in figure 1.2 divided in
three stages of data mining cycle, including data preprocessing, pattern discovery &
pattern analysis [7].

Site Files

@am Disc@ @em Anal@

Corocensns ) - wn o
- Bk <z

El—

Preprocessed “IAteresting”
Clickstream R:;zsq;‘:r;ﬁfg; Rules, Patlemns,
Data = and Statistics

Figure 1.2: the web usage mining process
1.2 Field of study

Among web mining branches ,this thesis focuses on web usage mining which is about
user browsing activates in the web leaving a massive amount of data occurred because
of transaction between user and server recorded on text file as shown in figure 1.3 called
web log file.

CEOIER

-Fle Edt Format Help

#software: Microsoft Internet Information Services 5.0 EJ
*versions 1.0
whate: JO00L-08-25 00:21:13
#ri1alds: date tvime c-1p cs-username s-1p s— pnrt cs —method cs—uri-
Z2001-08-25% 00:21:13 127.0.0.1 - 127.0.0.1 ET JSdewarticles / dew
2001-08-25% 00:21:13 127.0.0.1 - 127.0.0.1 80 GET Sdewvarticles dew
Z001L-08-25 00:21:17 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dew
2001-08-25 00:21:17 127.0.0.1 - 127.0.0.1 80 GET Sdewarticles/dew
2001-08-25 00:21:17 127.0.0.1 - 127.0.0.1 80 GET Sdewarticles/dew
Z001-08-25 00:21:17 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/ dew
2001L-08-25 00:21:18 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dot
2001-08-25 00:21:18 127.0.0.1 - 127.0.0.1 80 GET Jdewarticles/dew
Z200L-08-25 00:21:34 127.0.0.1 - 127.0.0.1 80 POST JSdevarticles/de
2001 -08-25 00:21:34 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dew
Z001-08-25 00:21:34 127.0.0.1 - 127.0.0.1 80 GET Sdewarticles/dew
2001-08-2% 00:21:36 127.0.0.1 - 127.0.0.1 80 cET Sdewarticles/dew
2001 08-2% O00:21:36 127.0.0.1 - 127.0.0.1 80 GET Sdewvarticles/dew
Ol-08-25 00:21:36 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dew
1DDl 08-25 00:21:36 127.0.0.1 - 127.0.0.1 80 GET Jdewvarticles /dew
2001-08-25 00:21:36 127.0.0.1 - 127.0.0.1 80 CET Sdewvarticles /dew
2001-08-25 00:21:346 1L27.0.0.1 - 1237.0.0.1 80 GET Sdewvarticles/dew
2001L-08-25 00:21:36 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dew
2001-08-25 00:21:39 127.0.0.1 - 127.0.0.1 80 GET Sdewvarticles/dew
2001-08-25 00:21:39 127.0.0.1 - 127.0.0.1 80 GET JSdewarticles/dew
2001-08-25 00:22:21 127.0.0.1 - 127.0.0.1 80 GET Sdewvarticles/ dew
2001-08-25 00:22:21 127.0.0.1 - 127.0.0.1 80 GET Sdewarticles/ /dew
2001L-08-25 00:22:23 127.0.0.1 - A127.0.0.1 80 POosST JSdevarticles//de =
all| | 2z

Figure 1.3: Web Log File in Text format.

It contains information about request entries includes date,time, c-ip, cs-username, s-
ip, s-port,cs-method,cs-uri-stem,cs-uri-query,sc-status, sc-bytes, cs-bytes time-taken
cs(User-Agent) cs(Referrer),all those entries are explained in the following example as
mentioned in the figure 1.4 and table 1.1



#software:

#version:

#Date:

#Fields:

1.0

2002-05-24 20:18:01

2002-05-24 20:18:01 172.224.24.114 - 206.73.118.24 80 GET /Default.htm - 200 7930
248 31 Mozilla/4.0+(compatible;+MSIE+5.01;+Windows+2000+Server)
http://64.224.24.114/

Microsoft Internet Information Services 6.0

date time c-ip cs-username s-ip s-port cs-method cs-uri-stem cs-uri-
query sc-status sc-bytes cs-bytes time-taken cs(User-Agent) cs(Referrer)

Figure 1.4 Sample web log file entry values.

You The preceding log file entry values can be interpreted as follows :
#Software: Microsoft Internet Information Services 6.0: This field indicates the
version of IIS that is running.
#Version: 1.0: This field indicates the log file format.

The remaining fields are listed and described in Table 1.1 lists of the example

Field Appears As Description

date 2002-05-24 This log file entry was recorded on May 24, 2002.

time 20:18:01 This log file entry was recorded at 8:18 P.M. UTC.

c-ip 172.224.24.114 The IP address of the client.

cs-username - The user was anonymous.

s-ip 206.73.118.24 The IP address of the server.

s-port 80 The server port.

cs-method GET The user issued a GET, or download, command.

cs-uri-stem /Default.htm The user wanted to download the contents of
Default.htm.

cs-uri-query - The URI query did not occur.

sc-status 200 The request was fulfilled without error.

sc-bytes 7930 The number of bytes that the server sent to the client.

cs-bytes 248 The number of bytes that the client sent to the server.

time-taken 31 The action was completed in 31 milliseconds.

cs(User-Agent)

Mozilla/4.0+(compatible;+MSIE+5.01;+Wi
ndows+2000+Server)

The type of browser that the client used, as represented
by the browser.

cs(Referrer)

http://62.224.24.114/

The Web page that provided the link to the Web site.

Table 1.1 describes the web log fields

Since not all browser requests succeed ,the status code field provides a three-digit
response,from the web server to the client’s browser, indicating the status of the
request,a sample of the possible status codes that a web server could send follows.
1-Successful transmission (200 series): Indicates that the request from the client was
received, understood, and completed.

200: success
201: created
202: accepted
204: no content

2- Redirection (300 series): Indicates that further action is required to complete the
client’s request.




301: moved permanently
302: moved temporarily
303: not modified
® 304: use cached document
3-Client error (400 series): Indicates that the client’s request cannot be fulfilled, due
to incorrect syntax or a missing file.
e 400: bad request
e 401: unauthorized
e 403: forbidden
e 404: not found
4- Server error (500 series): Indicates that the web server failed to fulfill what was
apparently a valid request.
e 500: internal server error
e 501: not implemented
e 502: bad gateway
e 503: service unavailable

After the previous explanation of web log file, that ensures web log file can help
answering question about user behavior like what are pages are most and least popular,
which browsers and operating systems are commonly used which is the most traffic
time.

Marketing companies and E-commerce web sites look forward to build predictive
systems and recommendation engines based on web log file data , whenever the system
is more accurate to discover patterns and predict values , whenever that demands data
mining techniques implementation such as association rules ,sequential patterns
,clustering and classification, in addition to find the most interesting rules or the
important results requires analysis tools such as visualization techniques data and
knowledge query.

1.3 Scope of research

In this thesis the proposed system has a number of constraints, the first one is that the
web log file is simulated and similar to web log file in recommendation engines in E-
commerce web sites ,the second one the web log file records are more 1000 records,
the third constraint the proposed may use two data mining techniques (descriptive &
predictive methods ),artificial intelligence technique and BigData analytics are not
included, the last constraint the output of data mining techniques are analyzed and
visualize in 2-D charts by Excel.

1.4 Thesis Objectives
The objectives of this thesis can be concluded in the following:

1- Prepare the web log files for preprocessing operations.



2- Analyze web log files using data mining techniques.

3- Discover correlated web pages, groups of users with similar interests and
behaviors using web mining techniques and algorithms.

4- Identifying the typical user behavior navigation

1.5 Software tools used in research

In the case study we will illustrate the programming language and tools which achieved
our system these programming language and tools are briefly as follows:

e (C#: C#is an interpreter; high-level programming language was used practically
in every part of the system.

e Weka: is a data mining and a machine learning tool for data pre-processing,
classification, regression, clustering, association rules, and visualization.

e Software Tools and Frameworks: we will use a variety of readily-available
software tools and frameworks to deal with the incidental tasks of software
development and be able to concentrate on the main objectives of this research.
These tools are listed as follows:

o LINQ: Language Integrated Query is a Microsoft .NET Framework
component that adds native data querying capabilities to .NET
languages.

o Log Server file history files from variety of sever logs platform.

o Notepad is a simple text editor for Microsoft Windows. typically saved
with the .txt extension

o Microsoft Excel s a spreadsheet program which allows us to create log
flat files holding the entire web logs files collecting for different
platforms.

On the other hand, we created our database by downloading log files dataset in notepad
format from the targeted website .Then we converted log files dataset into the required
extension of (csv,xls,xlsx). Next step, we used excel to manipulate data into the right
order and format, after that errors, missing values and the irrelevant data was removed
by using the Weka software solution to make sure of the data capability to be readable.
LINQ was used to query the excel file database to select the proper data. In this case
the dataset was ready to apply an association rule algorithm called Class aprori
algorithm to a group of pages that are accessed together. We integrate the classed rules
with classification to classify the users who accessed web pages to one of predefined
classes to represents a number of similar cases or the number of items in a single group.
Both of the previous algorithms were programmed using C# programming language.

1.6 Thesis Organization



The thesis is organized into the following chapters:

Chapter 1: is the introduction of the thesis which introduces the definition of web
mining. The definition of web usage mining, web usage mining ,stages ,pre-processing
stage, pattern discovery, pattern analysis stage and their methods to perform web usage
mining process .

Chapters 2: background of the consumer and user behavior concepts model and their
relationship with data mining in this chapter we will provide a brief introduction about
the model of consumer behavior , the techniques of data mining to improve the quality
of the model ,the data being used and the benefits of using data mining techniques.

Chapter 3: conducts the methodology used, which explains how the phases of web
usage mining used such as association rules method and the algorithm called class
aprori algorithm as well as classification algorithms applied in thesis work.

Chapter 4 : describes the implementation including the association rules and
classification algorithms used in the thesis work, as well as the tools (software's) which
evaluate the demonstrated experiments.

Chapter 5 : this chapter will summarized the results and conclusions of the thesis.



Chapter 2
Background



Chapter 2

2.1 Introduction

User behavior of the web is considered as possible customer or consumer in the
market for the company’s products that what brings the need to understand the user
behavior to contribute in a process which is building better model of consumer
behavior.

In return building a model of consumer behavior will assist in developing and
distributing product as well as getting the right price point and improving successful
promotional activities [8].

The profile of mental procurement process has been studied extensively to gain
knowledge that could be useful for companies to be more successful, the company's
missions to understand the procurement process, to match the marketing activities that
will help the company's customers get the kind of contact at the right time.
To get a clear vision of how consumers behave in buying mode [8]. In this chapter we
will explore briefly the model of online consumer behavior.

2.2 Online Consumer Behavior

Significant consumer behavior is not simple, consumers may say one thing but do
another, and they may be exposed to influences that change their mind at the last
minute. Many researchers describe consumers behavior as the study of individuals or
groups and the mental emotional and physical process the use to select, obtain, consume
and dispose of products or services, to satisfy needs and desires and the impact that
theses processes have on consumer society [9,10].

External
Influences
A
Attitude
Personnel | towards .| Intention to Decision L, Online
Characteristics "l online Shop Making Purchasing
Shopping online Process
-
Internal
Influences

Figure 2.1: the model of online consumer behavior
This model is broken into six factors listed as follows:
1- Personnel characteristics.

10



2.
3-
4-
5.
6-

External influences.

Internal influences.

Attitude towards online shopping.
Intention to shop online.
Decision making process.

An explanation of each factor is briefly conducted in the following sections.

1. Personnel Characteristics: A Personnel characteristic refers to how people
live? , how they spend their time and money? , what activities they pursue and
their attitudes and opinions about the world they lives in? Personnel
characteristics is affected by both internal and external influences, in exchange
Personnel characteristics affects the attitude towards online shopping [9,11].

2. External Influences Factors: the external influences will be divided into the
following sub factors:

A. Culture: Culture is defined as the complex whole that includes
knowledge, belief, art, law and any habits; finally it influences the
person thoughts feeling and behavior [9].

B. Demographic and Geographic Factors: Demographics is the study
of characteristics of a human population, demographic categories
include age, gender, race, education and income. Geographic is the study
of characteristics is the study of characteristics of geographical region,
geographies is consisted of the following elements, population size,
density and region [9].

C. Reference Groups Factors: References groups are generally
defined as groups are being used by individuals as the basis for his or
her current behavior, beliefs and feelings. References groups play a huge
role in the lives of young customers as they are easily modeled into
consumers depending on their references groups, reference group are
generally classified into four categories:

1- Primary groups: family and friends are considered as most
influential.

2- Secondary groups: they have limited face to face interaction and
are less comprehensive and influential community organization
and schools.

3- Inspirational groups :exhibit a desire to adopt the norms ,values
and behavior of others with whom the individuals aspires to
associate, such as media advertisement ,models, sport athletics
,media stars.

4- Dissocialize groups: these groups are less desirable appeal
individuals can be seen to reject their values and behavior [8].

D. Consumer Resources: Consumer resources represent all the
physical , psychological and materials methods which consumer has to
draw on including income ,self confidence ,health ,intelligent ,energy
level ,eagerness to purchase these different forms have been analyzed
under three categories:
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1- Economic resources: economic resources represent financial
means available to consumer.
2-  Cognitive resources :refers to the mental capacity available for
undertaking various information processing activities [8,9]
3. Internal Influences Factors: the internal factors indicate the following sub
factors:

A. Perception, Memory and Learning: These three combined factors
play role in how consumer perceive and remember information activate
process which begins at young age and is essential for a child to be
successfully socialized ,e.g. as a child develops he/she starts to orientate
themselves consistently towards concepts and objects[11].

B. Motivation: Motivation is considered as creation representing an
unobservable internal force that stimulates and compels a behavioral
response and provides precise direct to that response. A person is said to
be motivated when his/her system is aroused and driven towards a
behavior in satisfying a desired goal [9].

4. Attitude Toward Online Shopping: Attitudes refers to consistent favorable
and unfavorable towards objects [10]. Attitudes consist of three components
listed as follows:

1- The cognitive component holds person knowledge and beliefs
about a product.
2- The affective component represents a person’s feeling about a
product.
3- The behavioral component refers to a person’s action is meant to a
product.
It is believed that consumers will affect intention to shop online and eventually

whether a transaction is made [8]:
First: it refers to the consumer acceptance of the internet as shopping channel.

Second: it refers to consumer attitudes toward specific internet store; i.e to what
is appealing of shopping at this store? [11].

Initiator Component Component manifestation Attitude
Emotions or feelings
1 Affective 1 about specific attributes >
Online store or overall object
Overall
.products Beliefs about speci'ﬁc orientation
1 Cognitive > attributes or overall > toward
object object
.Sales
advertising Behavioural intentions
. 1 Behavioural 1 with respect to specific >
attributes or overall

Figure 2.2: Attitudes components and manifestations toward online shopping
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5. Intention to Shop Online: This process is measured by consumer’s
willingness to buy and return for another purchase [12]. As indicated in figure
2.1, consumers, intention to shop online is positively associated with attitude
towards Internet buying, and influences their decision-making and purchasing
behavior.

6. The Decision Making Process: The decision making process has the ability
to help explaining the manner in which consumers act in the market place.
Figure 2.3 illustrates the decision making process in steps.

Pre- Post
. purchase
Problem Information alternative Purchase purchase

recognition search evaluation

evaluation
1 2 3 a 5

Figurer 2.3: steps of decision making process

A. Problem Recognition: Problem recognition or need recognition is
the first step of the consumer decision making process ,when individuals
realizes a difference between what he or she perceives to be the ideal or
desired state (the situation the consumer wants to be in) of affairs
compared with the actual state (the consumer’s current position ) of any
point in time . In other words, it is state of desire that initiates a decision
process that in turn occurs through the interaction of individual
difference and environmental influences [9].

B. Search for Problem Solving Information: This section is combined
of two issues search and information search that can be defined as the
motivated activation of knowledge stored in memory. Information is
considered as the knowledge as the consumer currently possesses. In
order for a consumer to make a meaningful decision when making a
purchase, he/she will need some direction to what type of information is
required, in helping consumers during their information search,
numerous sources of information are expressed as follows:

The internet.

Personnel sources.
Experimental sources.
General purpose media [9,13].

C. Pre-Purchase (Alternative Evaluation): It is a process which the
alternative choices are evaluated and selected to meet the consumer
needs [8].

D. Purchase: Once an alternative is chosen and final decision has been

made the consumer then moves to purchase step ,the consumer then

attempts to put his thoughts into action the consumer must address in
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executing a purchasing action ,such as whether to buy ?,when to buy? ,
what to buy? , how to pay? [9,14].

E. Post Purchase Evaluation: This step deals with the way that
consumer evaluates uses or consumes products after purchasing it, the
consumer usually examines the consequences of his/her purchase the
result may be satisfying or unsatisfying. Unsatisfying customer is often
resulting of prevailing cognitive dissonance [9,15].

F. Online Purchasing: refers to consumers, actions of placing orders
and paying. This is the most substantial step in online shopping
activities, and Internet store sales examination of the relationship
between online purchasing behavior, perceived ease of use, perceived
usefulness, perceived risk of the product/service, and perceived risk in
the context of the transaction. Online purchasing is reported to be
strongly associated with the factors of personal characteristics, attitudes
toward online shopping, intention to shop online, and decision making
[9,12].

2.3 Web Mining Impact on Consumer Behavior Online

Marketing does not stop at understanding the buying processes of the customer.
However, company need to understand their buying patterns and the market in which
they operate. In the next a few sections we will mention to the most recent techniques
and methods to improve the buying process of consumers by associating it with
understanding user behavior applying web mining techniques [10].

1. User Behavior and Data Mining

Most marketers understand the value of collecting customer data, but also
realize the challenges to take advantage of this knowledge to create intelligent,
proactive pathways back to the customer. Techniques of data mining techniques
for recognizing and tracking patterns within data which helps businesses sift
through layers of data unrelated to what appears to meaningful relationships,
where they can anticipate, rather than simply react to customer needs, and also
extract data could impose redefine relationships with customers [8].

2. Web Mining and Customer Relationships

Web mining is one kind of these techniques that efficiently handle the tasks of
searching the needed information from the internet, improving the web site
structure to provide better internet service quality and discovering the
informative knowledge from the internet for advanced web applications. Web
mining could be categorized into three types such as web content, web structure
and web usage mining. In this study, we focus on web usage mining in the since
of discovering user access pattern knowledge from web log files, which contain
the historic visiting records of users on the website [16].

Moreover, web usage mining considers the way which companies interact with
their customers change dramatically over the past few years. No longer
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guarantee the continuation of the work of the client. As a result, companies have
found that they need to better understand their customers, and respond quickly
to their needs and desires. In addition, the time frame you need these responses
to be shrinking. It is no longer possible to wait until the signs of customer
dissatisfaction clear before action must be taken. To succeed, companies must
be proactive and anticipate what the customer desires [8].

2.4 Datasets Applied in Web Mining Application

Click Stream Data: is the path that the user creates when steering through the sites
and following links. It can be used to evaluate the traffic and popularity of the page.

Shopping Chart: can provide information in e-business where the purchases were
made and where the customer left the order unfinished.

Psychographic Data: would include data on user’s attitudes towards topics,
products etc., buying behavior and beliefs.

Access Data: it counts the time between the last and next access to the same URL.
Time Data: gives information on amount of time a user spends exploring the site,
the product or topic he or she is interested in [8].

2.5 The relationship between web mining and society:

Web mining has a distinct role in responding to the daily challenges in service sectors
such as health, education and entertainment which leads to the main beneficiaries of
social services sectors are affected of web mining are reviewed as follows:

E-Learning : The learning process undergone significant radical changes over
the years by means of progress in the web mining which evolved the traditional
learning to E-Learning in return facilitated the missions of researchers and
students access to the owners of experience in the areas of knowledge fields
through research forums on the World Wide Web and professionals networks
groups.
E-Government : web mining is used by E-government to take decisions ,
making it easier for the government more effectively in related to its policy for
maintaining transparency at the national and international level.
Digital Libraries: Since starting educational institutions to convert traditional
approaches such as books research papers , magazines and newspapers to a
digital format, all this requires a means to facilitate access to these digital
documents represented in web mining, mutually digital libraries have played a
role in organizing, structuring and indexing information within the Web that
contains large amounts of semi-structured documents (not organized in tables)
contributing to web evolving.
Public security and crime investigation: web mining plays a role in the fight
against illegal activities by dividing the wide web into two parts.
1- The white list : includes web sites containing secured information on the
web.
2- The black list : including piracy within the web, virus spreading ,online
gambling, hacking, E-commerce faulty web sites[5].
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2.6 Benefits of using web mining in systems for marketing strategies

Usage mining allows companies to produce productive information pertaining to the
future of their business function ability, some of this information can be derived from the
collective information of lifetime user value, product cross marketing strategies and
promotional campaign effectiveness. The usage data that is gathered provides the
companies with the ability to produce results more effective to their businesses and
increasing of sales. Usage data can also be useful for developing marketing ills that will
out-sell the competitors and promote the company’s services or product on a higher level
[17],0ne of the systems that organize the process between the consumers and the companies
is customer relationship management (CRM) which stand of establishing a system manages
relationships with customers, with the expansion of companies in terms of number of
branches, and increasing divisions Administrative, bringing There is an urgent need for this
system to reduce the cost of communications, and the use of automation to work, so The
system is the one who coordinates the things the customer without the need to develop a
specialized staff to follow up customers, and this necessity ,dictated by increased
administrative divisions within the company itself CRM solutions use intelligent systems
to analyze data, identify the demographic profiles, measure the buying capacity and other
unknown behavioral patterns of data about the customer and based on all that take decisions
on behalf of organizations[19].

Also online shops need to offer personalized products to clients but before being able
to do that they have to personalize the web sites to the clients. This is where the web
mining techniques in web server logs are coming in. Companies can use the basic data
retrieved from the data logs to analyze customer behaviors, evaluate the current usage,
if the customers liked or disliked it and so on. Creating an adaptable web site to each
user, first, the user navigation patterns in the web have to be found and analyzed. Web
mining is a method extracting valuable information from the data for statistical purpose,
utilizing web mining methods to induce and extract useful information from web
information, services and goods online increases, web mining activities that can expand
rapidly allowing firms to retrieve highly personalized data about customers [8],for
instance recommendation engines are the closest example of taking the advantage of
user data, the recommender systems, suggest content based on previous behavior or
purchases. Such systems typically use a predictive model based on a user's previous
interactions such as products purchased or item characteristics and suggests content
with similar elements. Amazon, Netflix and music services, recommendation engines
attempt to discover and apply patterns in data by learning consumers preferences and
adapting brand experiences to their needs or interests, the site Netflix.com is a product
recommendation site which works on the web mining” concept, the site gives
recommendations regarding the various movies based on their rental and user profiles,
recommendations based on earlier movies recommended by user[20], the output of web
mining techniques like Association, Classification, Clustering produce some patterns
that may be the input to the Recommendation systems Engine which is one of the
application areas of the Web usage and gives the ability to predict the next visited page
or next product for a given user.
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At last the web mining keeps on growing to produce more efficient applications and
services are capable of handling data with much bigger size as BigData
hadoop,Machine learning windows azure and No SQL services which can push the
companies to cut costs and attract more customers which leads to more benefits include
more accurate results, improved business decisions, improved marketing strategy
,revenue increased due to increased customer base and lower production costs.
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Chapter 3

3.1 The Proposed Methodology Used

In order to understand the user behavior, we use web server log files and meta data
describing page contents to extract sessions identification of the web user in the
preprocessing phase. data mining techniques are integrated such as association rules and
classification to build a classifier assists in forming a user profile.

In particular a user profile describes a set of user interests which can be molded via
categories for instance, like sports, technology or education to get useful results which
made the surfing in the web more beneficial [21].

The proposed system used the classification based on association algorithm (CBA) which
is consisted of two phases. First phase the class Aprior rules based on Aprior algorithm are
generated for finding association rules called (CBA-CARs),the second phase is the
classifier builder called (CBA-CB) which aims to build the classifier by using the generated
CARs of the previous phase. The classification result is the most access pages in their
categories.

Preprocessing phase

— = :
X Apply data cleaning user and
Web log file . . . .
session identification

CBA-CARSs phase

Generate class association

rules

CBA algorithm

v

Build the classifier using CARs
set

CBA-CB phase i

The most accessed pages and their

categories to form a user profile

Figure 3.1: the Phases of the proposed system

The proposed system consists of the following three phases as mentioned in the
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figure 3.1 in details as following:
3.2 Preprocessing Phase:

Usually every single user has a wide information interests to his private or professional
interests to his private or professional life which can be modeled by categories (class
type). In this phase we will rely on a number of different information whether different
types of information, or sessions, or attributes of log-life. But in some cases, some of them
are mandatory and some are optional based on some circumstances [21].

Every user request generates an entry in the servers log files indicating his interest in
the specific page and its contents these log files entries preprocessed to be ready to next
phase to derive user profile characteristics[22].

Data is gathered from individual web sites, for instances, sport, news ,social ,technology
,education and business ,where every web page site has a name which could be found at
the HTTP header e.g. via meta-tags <meta name ="description” content="football”>
which belonged to sport category (class type) or web site. On the other hand, usually a
user clicks his way through the pages he interested and web servers generates
corresponding log data which can be used to model his behavior, 1.e. “we need access to
all relevant web server log files” .

An alternative way to get a comprehensive view on user interests is shown in figure 3.2b.
In this scenario all web traffic is handled by a web proxy extracting user sessions
identification form proxy log file which gives more complete view on user behavior [23].

This brought an advantage and disadvantage of preprocessing the log files in web usage
mining benefits e.g. generating recommendation system, personalizing web site evaluation.
But it also has disadvantages of log files preprocessed that have to be cleaned which they
are possibly worthless for the purpose of user profiling. Since cleaning data is the most
essential step in the preprocessing phase [21].

1. Data Cleaning

First of all, irrelevant data should be removed to reduce the search space and to skew
the result space. Since the intention is to identify user sessions, build up out of page
views, not all hits in a log file are necessary, this is true for server logs as well as for
proxy logs, a log file generates a hit for every requested file. Since a HTML-page may
consist of several files (text, pictures, sounds, and several frames) it would be useful if
we could keep only a single hit for each page view [24].

To get an idea of user behavior, it is only necessary to keep track of the files that the
user specifically requested. Very often, all hits with a suffix like .jpg, .gif, .wav, etc.
are removed out of the log file and what is left will be placed in the cleaning step after
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removing the data not important to prepare log file for further processing. After all we
extract the following records from the targeted log file [25].

e User_ID: It represents the IP address whish is used to extract user and session
information.

e Requested Pages: The reveals of what information was accessed, we extract
success full GET and POST request only while failed requests are not used
because they are not relevant for user profile and are eliminated, thus we remove
all log-file entries with HTTP statue code other than 200 (successful request).

e Page content( meta-data tags): It illustrates the page meta data that can
facilitate knowing web page content and the class of web page which could be
extracted from one of the following HTML tags [22].the page contents meta
information structure are as follows:

1- From page <title>page<title>.
2- Description tag the second most important tag after the title Tag
because it has strong relations between hyperlink page, title page,

meta description and page content <meta name="description”,
content="Entertainment”>.

3- Key words tag which defines key words for web page which is
provided in HTML header <meta name="key words”
content="Music”>.

All Meta information exists in HTML head section of web page source.

e Date_Time: The time of accessing to the web page we use it to determine the
period of session [20,22,].

2. User Identification

User identification step starts when the log files are cleaned. This step is the next
step in the data preprocessing. User identification step could be summarized in the
following two steps:

1- Converting the IP address to a domain name.
2- The web server randomly assigns an ID to web browser while it connects first

time to the site. This is called cookies. The web browser sends the same ID back
to web server effectively telling the web site that a specific user has returned.
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Cookies help the website developer to easily identifying individual visitors which
results in a greater understanding of how the site is used [26].

In this work, we will assume that each combination of IP address / Agent / Operating
system represents a single user. We will add the login information to the log file to get
a username.

3. Session Identification
A session is a set of page references during one logical period. Historically a session

would be identified by a user logging into a computer, performing work and then
logging off. The login and logoff represent the logical start and end of the session. The
activities of a single user from the web log files is called a session [5].

Session identification aims to split the page access of each user into separated
sessions. It defines the number of times the user has accessed a web page and time out
defines a time limit for the access of particular web page for more than 30 minutes if
more the session will be divided in more than one session.

User:pcl
Sessionl
05:10 http v, databaseanswers. org el Education
05:22 http:AAdatabase. firstnormalform. hitm pcl Educatiomn
Session?
0743 http:Swewew. alfaozeera. netysnewssarabic Pcl MNew's
e http:fuwewe. alfozeera. net/news Pcil MNews
27:50 httpoSmwwe complete-review. cormry” Pcl Sacial
User2:pc2
Session
05:13 hittpsfwwnw. dotne tperls. corrr Pc2 Education
05:17 http:Awww. dotnetperls. comy/data Pc2 Education
05:26 Rt S0mewene., java2s. corm Pc2 Educatiomn
05:30 httpfwewewe., java2s, comy it Pc2 Education
Session?
o0F:30 Rt mewene. ferryhalim. comyorisinaly” Pc2 Entertainment
o7:33 http 2w ferryhalim. comyoris. hitm pc2 Entertaimment

Figure 3.2: Example of session identification

The session identification procedure is summarized as follows:

1- For each distinct user identified in the preceding section, assign a unique session
ID.
2- Define the timeout threshold ¢ < 30 min.

3- For each user, perform the following:
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* Find the time difference between every two consecutive web log entries.
= [If this difference exceeds the threshold ¢z, assign a new session ID to the
later entry.
4- Sort the entries by session ID [26].

3.3 The Classification Based on Association Rules — Class association rules ( CBA-
CARs) phase

In this phase classification and association rule discovery are integrated in the proposed
system, since data mining plays an important techniques in discovering user behavior.

A combination of association rule mining and classification are applied in the proposed
system since both techniques concerned with finding rules that accurately predict a single
target (class) variable. the key strength of association rule mining is that all interesting rules
are found [27].

Applying the association rule into classification can improve the accuracy and obtain
some valuable rules and information that cannot be captured by other classification
approaches. Both classification rule mining and association rule mining are indispensable
to practical applications. The integration is done by focusing on a special subset of
association rules whose right-hand-side is restricted to the classification class attribute. Our
objectives are to generate the complete set of CARs that satisfy the user-specified minimum
support (minsup) and minimum confidence (minconf) constraints and to build a classifier
from the CARs[28]. the previous techniques are explored in details as follows.

3.3.1 The Association Rule Mining

Association rule mining is an important technique to discover hidden relationships
among items in the transaction, finding frequent patterns, associations, correlations of
set items of objects in web log transaction databases in the term of the web usage
mining [29]. the association rules refer to a sets of pages that are accessed together
with a support value exceeding some specified threshold. The support is the percentage
of the transactions that contain a given pattern. the web designers can restructure their
web sites efficiently with the help of the presence or absence of the association rules.
When loading a page from a remote site, association rules can be used as a trigger for
perfecting documents to reduce user perceived [6].

Basic Concepts of Association Rules

I'={i.iz.75.—} Where Iis a set of items.

— ¥ F F . .
=1t .1;.13. )  Tis a set of transaction
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Lo o
In
[

Let’s suppose

A=Y ’Where}:cf’ycf’

X orY is a set of items called itemset
e.g. a transaction may be L = {beef, chicken, cheese}

beef.chicken = cheese

Where i.e A =¥

A transaction L €T it contains X if X is a subset of Li the support
count of X in 7T(denoted X.count) is the number transactions in 7 that
contains X.

The strength of a rule is measured by its support and its confidence.

Support: the support of arule X =¥ is the percentage of transactions in T
that contains £ UY The rule support determines how frequent the rule is
applicable in the transaction set 7. Let n be the number of transactions in 7.

The support of the rule £ = ¥ is computed as follows

- fu¥count
support = ——————— = 100%
n

Confidence: the confidence of a rule, F=1 is the percentage of
transactions in 7 that contains X also contains Y .

It is computed as follows:

. (X u¥)count
confidence = ——— = 100%
X.count

Association rule mining is a two steps process:

1. Find all frequent itemsets: By definition, each of these itemsets will
occur at least as frequently as a pre-defined minimum support count.

2. Generate strong Association rules from the frequent itemsets: By
definition, these rules must satisfy minimum confidence [30].
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3.3.2 The Aprior Algorithm

Apriori is an influential algorithm for mining frequent itemsets for boolean
association rules. The name of the algorithm is based on the fact that the
algorithm uses prior knowledge of frequent itemset properties.

Apriori is a common association rule algorithm which orders rules
according to their confidence and uses support as a tiebreak. Given a set of
item sets (for instance, sets of website transactions, each listing individual
pages visited), the algorithm attempts to find subsets which are common using
minimum confidence of the item sets. Apriori uses a “bottom up” approach,
where frequent subsets are extended one item at a time, and groups of
candidates are tested against the data. The algorithm terminates when no
further successful extensions are found [6],figure 3.3 shows the pseudo code
in the following page.

F1= {frequent 1-itemsets};

for (k= 2; Fk—1 = @©; k++) do begin
Chk= apriori-gen(Fkik—1)://New candidates
foreach transaction ¢ = DD do begin

Ct = subset(Ck, 1); //Candidates contained in ¢
foreach candidate ¢ = Ct do

C.COURT T+,

end

Fk= {c = Ck |c.count = minsup }.

end

F= uk Fk;

Figure 3.3: Apriori Algorithm pseudo code

3.3.3 Aprior example

This example is based on table 3.1 below called AllElectronics transaction

database D.
TID TID List of item IDs
T100 I1, 12, 15
T200 12, 14
T300 12,13
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T400 I1,12, 14
T500 I1, 13

T600 12, I3

T700 I1, 13

T800 I1,12, I3, IS
T900 I1,12,13

Table 3.1 representsTransactional Data for an AllElectronics

there nine transaction in this database, IDI=9 as shown in figure 3.4

o L
Scan D for | ltemset | Sup. count Compare Cﬂﬂdid_ﬂfc ltemset | Sup. count
count of each | 111} 6 Supporl count with {11} 3
candidate (12} 7 minimum support {12} 7
{13) 6 count 13 6
{14} 2 ) {14} 2
{15} 2 {15} 2
Generate C, G G L,
candidates | [temset Sean D for Itemset| Sup. count | Compare candidgtc Itemset | Sup. count
from L, {1, 12} count of each {11, 12} 4 “UPP"“C"”“W’“h {11,12} 4
—> (LB} ndidae |11 13) 4 minimum support | {11, 3} 4
(LM ({11, 14} 1 count {11, 15} 2
{11, 15} {11, 15} 2 » [112,13] 4
{12,13} {12,13} 4 (12,14} 2
{12,14} {12, 14} 2 {12, 15} 2
(12,15} {12, 15} 2
{13,14} {13, 14} 0
{13,15} {13, 15} 1
{14, 15} {14, 15} 0
C; C, Compare candidate L,
Generate C;| Itemset | Scan D for | Itemset |Sup, count “,lppm_t (I:uunt Itemset | Sup. count
candidates [{11, 12, 13}| count of each|{I1, 12, 3] 2 with minimum [ T
from L, candidate support count
—>» ({IL I, I5}|————>|{I1, 12, I5} 2 —>|{I1, 12,15} 2
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Fig 3.4 Generation of the candidate itemsets and frequent itemsets, where the minimum

support count is 2.

In addition minimum support count is used to remove that is used to remove
the least frequent itemset from the generated itemset as explained in figure 3.4
in the following steps.

1-

2-

Distinguish 1-itmeset at table 3.1 {I11,12,13,14,15} then count sup.count of
each 1-itmeset ,thel-itemset is less than 2 sup.count is discarded .

From the frequent item set at the previous stage generate 2-itemset which
are

{TLI2} (11,13} {1114} {T1,I5},{12,I3},{12,14},{12,15},{13,14} {I3,I5},

{I4,15} },after scanning D for counting of each 2-itemsets candidate have
sup.count less than 2 as shown in figure 3.4 at this case
{{I1,14},{I3,14},{13,I5},{14,15} }

At the case of generation 3-itemset from the frequent 2-itemset which are
{{I1, 12, 13}, {I1, 12, IS}, {I1, I3, IS}, {12, I3, 14}, {12, 13, 15}, {12, 14,
I5}},then the aprior prune property is used which is about all nonempty
subsets of a frequent itemset must also be frequent,in other words all the
generated itemsets that contains non frequent subsets must be removed e.g
at case generated contained 3-itemset {I1,12,I13} the subsets 2-itemsets are
{11,12},{I1,13},{12,I3} all the previous subsets are members of frequent 2-
itemset ,therefore {I1,12,I3} is considered member of candidate generated
3-itemset.

At the case 2-itemsets subsets of {I1,I3,I5} are {I1,I3},{I1,I5} and
{13,I5},where {I3,I5}is not frequent itemset ,in return {I1,I3,I5} is
considered a member of candidate generated 3-itemset so it is removed
after checking all possible 3-itemset using prune property, the result of
pruning 3-itemset {{I1,12,I13},{I1,12,I5}} the generated 3-itemset are
compared with D to check occurrence or 3-itemset in D to get sup.count of

each as shown in figure 3.4 the result of frequent 3-itemset is
{{11,12,13},{11,12,15} }.

Generating association rules can be achieved once the frequent itemsets
from transaction in a database D,It is straight forward to generate strong
association rules from them this can be done using formula .

Confidence(A=>B)=P(B/A)=support_count(AUB)/ support_count(A)
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Where support_count(AUB) is the number of transaction containing the
itemsets AUB and sup_count(A) is the number of transaction containing the
itemset A.

Based on the previous relationship association rules can be generated as
follows:

a-For each frequent itemset f, generate all nonempty subsets of f.
b- For every nonempty subset s of f, output the rule “s=>(f-s)”
if support_count(f)/support_count(s) > min conf,
where min_conf is the minimum confidence threshold.

e.g The data contain frequent itemset x= {I1, 12,I5},the subsets of x
are .What are the association rules that can be generated from X?
The nonempty subsets

of X are {{I1, 12}, {I1, 15}, {12, 15}, {I1}, {12}, and {I5}.

The resulting association rules are as shown below, each listed
with its confidence:

{11, I12}=>I5, confidence = 2/4 = 50%
{I1, I5}=>I2, confidence = 2/2 = 100%
{12, I5}=>I1, confidence = 2/2 = 100%
{I1}=>{12, I5}, confidence = 2/6 = 33%
{I12}=>{I1, 15}, confidence = 2/7 =29%
{I5}=>{I1, 12}, confidence 2/2 = 100%

If the minimum confidence threshold is 70%, then only the second, third, and last rules
are output, because these are the only ones generated that are strong.[3]

3.3.4 Class Association Rules Mining

The use of association rules focus is to produce association rules that have only
a particular attribute in the consequent (right hand side of the rule). in the prosed
system interested in only rules with fixed target items in the right hand side,
because that assists to understand the user behavior of the web. These association
rules produced are called class association rules (CARs), which are useful
because many types of the web data are in the form of transaction e.g. search
queries and pages clicked by users.
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Such system often have target items, e.g. advertisements, web sites want to
understand user activities are related to advertisements that the user may click or
view[31,32] ,this indicates to the issue of classification or predication which is
about to be mentioned in details at the next sections explaining how to integrate
class association rules with classification.

Basic Concepts of Class Association Rules

Let D be the transaction dataset of n transaction.
Each transaction is labeled with a class y

Let I be the set of all items in D, and Y be the set of class labels (or target items).
Where I'n¥=4g
We say that a data case | ED contains® € | a subset of items, if Xxecl,

A class association rule (CAR) is an implication of the form: K-y
Where A€l ana VEV .

A rule £ =¥ holds in D with confidence c if ¢% of cases in D that contains X
are labeled with class y.

The rule £ =¥ has support s in D if s% of the cases in D contain X and are
labeled with class y.

In general, a class association rules is a different form of normal association rules
in two cases:

1- The consequent (right hand side) of a CAR has only a single item, while the
consequent of a normal association rule can have any number of items.

2- The consequent y of CAR can only be form the class label set ¥, i.e. V' € ¥
, no item from / can appear as consequent ,and no class label can appear as
arule condition.
In contrast, a normal association rule can have any item as condition or consequent.
Our objectives are as follows:

I. To generate the complete set of CARs that satisfy the user-specified
minimum support (called minsup) and minimum confidence (called
minconf) constraints.

II. To build a classifier from the CARs, The key is to find all ruleitems that
have support above minsup [28].

3.3.5 The Class Aprior Algorithm
The key operation is to find all ruleitems that have support above minsup.
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A ruleitem is of the form: (condset, y)

Where, condset is a set of items condest €] and VEY jsclass Label

The support count of the condset (called condsupCount) is the number of cases
in D that contain the condset.

The support count of the ruleitem (called rulesupCount) is the number of cases in
D that contain the condset and are labeled with class y.

Each ruleitem basically represents a rule:

.
rondsef = ¥V

whose support is :

support = -

Where n is total number of transactions in D

And whose confidence is:

. rulesuplount
confidence = ——— — + 100%

v mn A o pand™ '
CUTLLE S WL DAL L

The class Aprior algorithm generates all the frequent ruleitems by making
multiple passes over the data, in the first pass; it counts the support of individual
ruleitem and determines whether it is frequent.

In each subsequent pass, it starts with the seed set of ruleitems found to be
frequent in the previous pass. It uses this seed set to generate new possibly
frequent ruleitems, called candidate ruleitems.

The actual supports for these candidate ruleitems are calculated during the pass
over the data, at the end of the pass, it determines which of the candidate ruleitems
are actually frequent. From this set of frequent ruleitems, it produces the rules
(CARs).

Let k-ruleitem denote a ruleitem whose condset has k items.
Let Fk denote the set of frequent k-ruleitems.
Each element of this set is of the following form:
{(condset, condsupCount), (y, rulesupCount)}

Line 1-3 in figure 3.4 represents the first pass of the algorithm. It counts the item
and class occurrences to determine the frequent 1-ruleitems (line 1). From this set
of 1-ruleitems, a set of CARs (called CAR1) is generated by genRules (line 2).
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1 F, = {large 1-ruleitems}:

2 CHAR, = genRules{F ):

3 prC4dR, = pruneRules(CL4 R ):

<4 foy (o= 2: F,, -« o k++) do

s ', = candidateGen(F )

S for each data case « =« I do

7 O, = ruleSubset(C .. a):

8 for each candidate ¢ = C, do

b= c.condsupCount+—+:

10 if «.class = c.class then c.rulesupCount++
11 end

1= end

13 F,= {c = | caulesupCount = rmiifsiipry .
14 CH4R, = genRules(F ):

1s prCAdAR, = pruneRules(CL4 R, ):

16 emnd

17 CARs — | ), CAR,:

18 prCAdARs =), prcdmR

Figure 3.5: The CBA-CARs phase of CBA algorithm pseudo code

CAR]1 is subjected to a pruning operation (line 3) Pruning is also done in each subsequent
pass to CARk (line 15).

It obtained by deleting one condition from the conditions of r, then rule r is pruned. This
pruning can cut down the number of rules generated substantially.

For each subsequent pass, say pass k, the algorithm performs 4 major operations.

First, the frequent ruleitems Fk-1 found in the (k-1)th pass are used to generate the candidate
ruleitems Cy using the condidateGen function (line 5).

It then scans the database and updates various support counts of the candidates in Ck
(line 6-12), after those new frequent ruleitems have been identified to form Fk (line 13).

The algorithm then produces the rules CARy using the genRules function (line 14).
Finally, rule pruning is performed (line 15) on these rules.

The candidateGen function is similar to the function Apriori-gen in algorithm Apriori.
The ruleSubset function takes a set of candidate ruleitems Ck and a data case d to find all
the ruleitems in Ck whose condsets are supported by d.

This and the operations in line 8-10 are also similar to those in algorithm Apriori. The
difference is that we need to increment the support counts of the condset and the ruleitem
separately whereas in algorithm Apriori only one count is updated. This allows us to
compute the confidence of the ruleitem. They are also useful in rule pruning. The final set
of class association rules is in CARs (line17). Those remaining rules after pruning are in
prCARs (line 18) [27].
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3.3.3 Class Aprior example
Finding class association rules mining requires reviewing the following terms

I- ruleitem represents transaction itemset labeled by class like this form
({condest},y) where condest represents itemsets in transaction vlues ,and y
represents class values,

2- condsup represents how many times the condest is counted in transaction column.
3- rulesup represents how many times the ruleitem counted in table db.

4- Sup=(condsup/n) where n =number of documents.,conf=(rulesup/consup) .

No of Document Transaction Class
Docl Student, Teach, School Education
Doc2 Student, School Education
Doc3 Teach, School, City, Game Education
Doc4 Baseball, Basketball Sport
Doc5 Basketball, Player, Spectator Sport
Doc6 Baseball, Coach, Game, Team Sport
Doc7 Basketball, Team, City, Game Sport

table 3.2. An example of a data set for mining class association rules

Every candidate ruleitem has minsup > sup threshold value is frequent and also has
minconf > conf threshold value i.e it can be at the form of class association rules.

At this example minsup=0.15 , minconf=0.70.

At table 3.2 the generated 1-ruleitems is checked to determine frequrnt 1- ruleitems to
form class association rules 1(CARs1).
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ruleitem CARs

({condest},class) condsup rulesup Condest => class sup | conf
({Student},Ed) 2 2 {Student}=>Ed 27 | 212
({Teach},Ed) 2 2 {Teach}=>Ed 27 | 212
({School},Ed) 3 3 {School}=>Ed 37 | 33
({Game},Ed) 2 1 {Game }=>Ed 27 [ 12
({City},Ed) 2 1 {City}=>Ed 27 | 112
({Baseball,Sport} 2 2 {Baseball }=>Sport 27 | 212
({Basketball},Sport) 3 3 {Basketball }=>Sport 37 | 33
({Player},Sport) 1 1 {Player}=>Sport 177 [ 11
({Spectator },Sport) 1 1 { Spectator}=>Sport 17 | 11
({Coach},Sport) 1 1 {Coach}=>Sport 177 | 11
({Team},Sport) 2 2 {Team}=>Sport 27 | 11
({Game},Sport) 3 2 {Game }=>Sport 37| 23

Table3.4 Generating frequent 1-ruleitemset and class association rules 1

¢ Frequent I- ruleitem (F1)

({School}, Education) [ sup =3/7 ]
({Student}, Education) }[sup=2/7]
({Teach}, Education}) [sup=2/7]
({Baseball}, Sport)[sup=2/7]
({Basketball },Sport) [sup=3/7]

({Game},Sport)[sup = 2/7]
({Team} , Sport) [sup = 2/7,]

e (lass association rule 1(CARs1)

School => Education [sup = 3/7, conf = 3/3]
Student => Education [sup = 2/7, conf = 2/2]
Teach => Education [sup = 2/7, conf = 2/2]
Baseball => Sport [sup = 2/7, conf = 2/2]
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Basketball => Sport [sup = 3/7, conf = 3/3]
Game =>Sport [sup = 2/7, conf = 2/3]
Team => Sport [sup = 2/7, conf = 2/2]

At table 3.4 the generated 2-ruleitems is checked to determine frequrnt 2- ruleitems to
form class association rules 2(CARs2).

ruleitem CARs
({condest},class) condsup rulesup Condest => class sup | conf
({Student, Teach},Ed) 1 1 ({Student, Teach}=>Ed 177 | 11
({Student,School },Ed) 2 2 {Student,School }=>Ed 27 | 212
({School,Teach},Ed) 2 2 {School,Teach}=>Ed 27| 212
({Baseball, Basketball},Sport) 1 1 {Baseball, Basketball }=>Sport | /7 | 1/1
({Basketball, Team},Sport) 1 1 { Basketball, Team }=>Sport 77 1 11
({Basketball, Game },Sport) 1 1 ({Basketball, Game }=>Sport 17 | 11
({Baseball, Team},Sport) 1 1 {Baseball, Team }=>Sport 7| 11
({Baseball,Game },Sport) 1 1 {Baseball,Game }=>Sport 17 | 111
({ Team,Game },Sport) 2 2 {Team,Game }=>Sport 27 | 212

Table3.5 Generating frequent 2-ruleitemset and class association rules 2

. Frequent 2- ruleitem (F2)

({School, Student}, Education)[2/7]
({School, Teach}, Education)[2/7]
({Game, Team}, Sport)[sup=2/7]

e (lass association rule 2(CARs2)

School, Student => Education [sup = 2/7, conf = 2/2]
School, Teach => Education [sup = 2/7, conf = 2/2]
Game, Team => Sport [sup = 2/7, conf = 2/2]

3.4 Classification Based on Association Rules-Classifier Builder ( CBA-CB ) phase

In this section we present the algorithm for classification based on association algorithm
for building a classifier using CARs. It will produce the best classifier out of the whole set
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of rules would involve evaluating all the possible subsets of it on the training data and
selecting the subset with the right rule sequence that gives the least number of errors.

Before presenting the algorithm, let us define a total order on the generated rules. This is
used in selecting the rules for our classifier [31].

Basic concepts of building classifier:

Definition: Given two rules, riand rj, % > 7] (also called ri precedes rj or ri has a higher
precedence than rj) if the following:

1. The confidence of ri is greater than that of r;j.
2. Their confidences are the same, but the support of ri is greater than that of 7.

3. Both the confidences and supports of ri and rj are the same, but ri is generated
earlier than rj.

Let R be the set of generated rules (i.e., CARs or pCARs), and D the training data. The
basic idea of the algorithm is to choose a set of high precedence rules in R to cover D.

3.4.1 The Classifier based on CARs Algorithm:

Our classifier is of the following format:

<rl, 12, ..., rn, default_class>,where TL€ B ra=tb ifp>aq

In classifying an unseen case, the first rule that satisfies the case will classify it, If there is
no rule that applies to the case, it takes on the default class as in building such a classifier
is shown in Figure 3.5. It can be described into three steps:

Step 1 (line 1): Sort the set of generated rules R according to the relation “ # >,
This is to ensure that we will choose the highest precedence rules for our classifier.

Step 2 (line 2-13): Select rules for the classifier from R following the sorted sequence. For
each rule r, we go through D to find those cases covered by r (they satisfy the conditions
of r) (line 5).

We mark rif it correctly classifies a case d (line 6), d.id is the unique identification number
of d, If r can correctly classify at least one case (i.e., if r is marked), it will be a potential
rule in our classifier (line 7-8), those cases it covers are then removed from D (line 9).
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R = sort(f):
for each rale »» = R in sequence do
rerrrpr — 5 ¢
for eaclh case « = I do
if «F sansfies the conditions of » thhemn
store «F.id in rermrpr and mark »~ if it correctly
classifies «/:
if 7~ 1is marked themn
insert »~ at thhe end of
delete all thhe cases withh thhe ids in rermrpr froix 7
selecting a defaulr class for thhe current ;2
compute thhe total number of errors of 2
e1ndl
= itel
Find the first rule pr i « with the lowest total number
of errors and drop all the rules afrter pr i 7
Acdd thhe default class assocliated withh p» to end of <.
and remarn C owur classifier).

HoEERREEDO] OB REWUNE

W RUWNRD

Figure 3.6: the CBA-CB phase of CBA algorithm pseudo code

A default class is also selected (the majority class in the remaining data),which means that

if we stop selecting more rules for our classifier C this class will be the default class of C
(line10).

We then compute and record the total number of errors that are made by the current C and
the default class (line 11).

This is the sum of the number of errors that have been made by all the selected rules in C
and the number of errors to be made by the default class in the training data. When there is
no rule or no training case left, the rule selection process is completed.

Step 3 (line 14-15): Discard those rules in C that do not improve the accuracy of the
classifier. The first rule at which there is the least number of errors recorded on D is the
cutoff rule.

All the rules after this rule can be discarded because they only produce more errors. The
undiscarded rules and the default class of the last rule in C form our classifier [27].
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Implementation
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Chapter 4

4.1 Introduction
In this chapter we will use some programming languages and tools to implement our
proposed system. These programming languages are illustrated as follows:

1. C#: C# is an interpreter, high-level programming language, C# is used as it is the
main programming language for this work, also C# is involved practically in most
parts of the system,The C# interface is shown below 4.1.

ile Edit View Debug Tools Window Help
e AR A= I NI REEE NI B I =R =
Start Page ¢ ~ Solution Explorer

(=

Micrasofts #
OB Visual C# 2010 Express

=
g
e
5
o
=
2
n
o
b=
[=]
o
-
)
s
(=]
3
3
2

Get Started Latest Mews

@ Mew Project...
@ Open Project...

Welcome Learn Upgrade

Recent Projects

@ LingToExcel

E mySecondProject
‘E myproject

[ZF] HTTPRecipes

Close page after project load
Show page on startup
ERECITIY RNy B2 Class View

Figure 4.1: Visual C# main interface

2. Software Tools and Frameworks: We will use a variety of readily-available
software tools and frameworks to deal with the incidental tasks of software
development and be able to concentrate on the main objectives of this research.
These tools are listed as follows:

a. LINQ: Language Integrated Query is a Microsoft .NET Framework
component that adds native data querying capabilities to .NET languages.

b. Microsoft Excel: is a spreadsheet program which allows us to create log
flat files holding all of the weblogs files collecting for different platforms
as shown below in figure 4.2.
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Figure 4.2: Excel file spreadsheet

4.2 System Workloads
4.1.1 Prepare the Simulated Log-file

We used Excel file with extension xIsx to create a flat file to hold the content
of the log-file as shown below in figure 4.3.

A B C D
1 TimeDate URL User Type
2 |05:10 1/17/2013 http://www.databaseanswers.org/index.htm pcl Education
3 |05:13 1/17/2013 http://www.dotnetperls.com pcl Education
4 |05:17 1/17/2013 http://www.dotnetperls.com/datacolumn pcl Education
5 |05:22 1/17/2013 http://databases.about.com/od/specificproducts/a/firstnormal pcl Education
6 |05:26 1/17/2013 http://www.java2s.com pcl Education
7 |05:30 1/17/2013 http://www.java2s.com/Code/CSharp/Database-ADO.net/Getts pcl Education
8 |07:301/17/2013 http://www_ferryhalim.com/orisinal/ pc2 Entertainment
9 |07:33 1/17/2013 http://www.ferryhalim.com/orisinal/g3/carrot.htm pc2 Entertainment
ho 07:40 1/17/2013 http://www.complete-review.com/ pc2 Entertainment
h1 07:42 1/17/2013 http://www.complete-review.com/main/main.html pc2 Entertainment
h2 07:43 1/17/2013 http://www.aljazeera.net/news/arabic pc2 MNews
h2 07:44 1/17/2013 http://www.aljazeera.net/news/pages/db6f5a3f-e19c-4471-866 pc2 MNews
ha |07:48 1/17/2013 http://www.aljazeera.net/news/pages/7adecdcd-13ad-4a63-bfi pc2 News
hs 07:50 1/17/2013 http://www.aljazeera.net/news/pages/90d1c951-7982-4905-84¢ pc2 MNews
e 07:56 1/17/2013 http://www_aforgenet.com/ pcl Education
L7 08:001/17/2013 http://www.aforgenet.com/framework/docs/ pcl Education
ha 08:07 1/17/2013 http://www.alarabiya.net/default.html pc2 Mews
ho 08:09 1/17/2013 http://www.alarabiya.net/articles/2013/01/17/261048.html pc2 MNews

Figure 4.3: a simulated log file
4.2.2 Connecting C# to Log-File Table
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We used C# programming language code to import log-file table to our
implemented proposed application by using Ling-To-Excel in the ‘dot’ Net
library media. The Ling-To-Excel library beside its capability to facilitate
connecting Excel spreadsheets it can also be used to query Excel spreadsheets
using the LINQ syntax. To add the library to the application the library can be
referenced to the solution explore window as illustrated in the below figure4.4.

Solutiormn Explorer

i | = =1
e Soeluticorn "Limng T oExcel® L projeact) -
P Tl iy W e =
e - Properties
2T SssermiblhwInfo.cs
= FRefersmnces
i Pelicrosoft. CSharge
i FRermotion. Data.limnog
e Ser=terT
A Seersterr . ore
i Seersterm.Drata
g — S}FE—tEm.DEtE.DEtESE’tE‘C‘:Er‘ISiDr—IS
. Sersterm el
A Shrsterm.Olrm llLimeog
=9 SApricriFAining.cs I

Il

';_:z‘ Solwuticormn Exxplaorer

Figure 4.4: Adding Library to the Solution Explorer

The library is browsed after downloading by adding the following as shown below in
figure 4.5:

» LinqToExcel.dll.
= Remotion.Data.Ling.dll

This library is downloaded from: http://code.google.com/p/linqtoexcel

NET COM | Projects | Browse | Recent |

Look in: Ling ToEccel - & T » -
Marme - Date modified Size
o) Ling ToExcel.dll O5/08/2000 4:53 PR 3=
O5/08/2010 4:53 PhA 26
O5/08/2010 4:53 PhA__Applicotion oxtens.. -3
OS5 08,2000 4:53 Pk Iz
B

) Remotionuddnterfaces. dil OS/OES2000 4:53 Pk

File name: ‘Remotion.Data . Lng .dii™ “Ling ToBocel o™ ===

Files of type- Fles (.l i~ ollb.~ oo exe " imandest)

Figure 4.5: Browsing to library references

Using Ling-To-Excel library in C# programming editor as the following steps to
connect and import the excel log file table to our implemented program:

1. Creating log-file class: we create a class called log file to represent the
columns of the simulated log file as shown below in figure 4.6.
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SImamespace LinmngToExcel

L
ES class LogkFile
L
public DateTimse Date { get; set; )
public string URL  met; set; )
public string User { get; st
public string Twpe 4 get; sSseti

Fig 4.6: creating the Logfile class

2.Importing log-file content: we write function to import and display the
contents of simulated log-file as shown below in figure 4.7.

public static void DisplaylogFile()
{

var excel = new ExcelQueryFactory();

excel. Filellame = §"E:\LogFile.xlsx";

var dataset = fron data in excel.Worksheet<LogFilex()
select data;

foreach (var iten in dataset)

{
Console.Writeline("\nDate: {8} URL:{1} User:{2} Type:{3}", iten.Date, item.URL, item.User, item.Type);

Figure 4.7: function to connect and display log-file.

The imported database of log file as shown below in figure 4.8.
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filew /' CrfUsers/Mussab/Desktop/myproject/myproject/myproject/bin/Debug/myproject. EX

Datetime T wpe URL
17-81-2813 a85-160:-8a8 Education thttp s uwrw.databaseanswers -.org~-index.-htm
17812813 a5:-13:=-84a Education thttp - ~uwuww.dotnetperls .com
178126013 a5 :-17:-8a tEducation thttp = ~uwuwrw_dotnetperls _com~dataco Llumn
178126013 aA5:=-22:-8a tEducation thttp - ~databases -about _com~od-specif icpro
178128013 a5:-23:-68a tEducation thttp -~ uwuww . javaZs _com
178126013 a5:-368:68a tEducation thttp -~ uwuww . javaZs _.com-Code~CEharp-Databas:
178128013 a7:-23:-68a tEntertainment thttp: "~ wuw _ferryhalim_com~sorisinal
178126013 av:=33:8a tEntertainment sthttp: - ~wuw _ferrvhalim_.comsorisinal-g3.
178128013 av:-4@:8aa tEntertainment sthttp: “www_comnplete—review._.com”
178912013 A7V:=-12 -804 tEntertainment thttp: - Auwuw _conplete—review_ coms/main-mi
178912013 A7V:=--13 -804 Hews thttp: A Auwvw_aljazeera-net news s arabic
178912013 a7/ =--14:-84a THMews thttp:: - uww_aljazeera-net news pages~-db&ef5a3f—e:
17812013 a7:=-<18 -804 Mews thttp: ~uww_aljazeera-net- newspages~adlecdcad—1:
17812013 A7:=50:-0a Mews thttp: ~uww_aljazeera-net- newspages-~-20d1c?51—""
1789128013 @A7/:-56:-88a tEducation thttp: -~ wuww._aforgenet . com”
17891 280913 @8 :-8d:-8a tEducation thttp: -~ wuww._aforgenet _.com~-framewvork-~docs.~
17812813 a8-87:-8a Hews thttp s wuww_alarabiva_net~default _html
17812813 a8-8%:-8a Hews thttp s wuww.alarabiva-.net~articles~ 2813 8117 21
17812813 a8:-13:-84a Hews thttp - ~uwuww.alarabiva-.net~articles~ 2013811621
17812813 @88:-15:-84a Hews thttp . ~www_-bbc .co -uk arabic.
178126013 ag-17:-68a Hews thttp =~ www_bbce _co _ukarabicartandculture 281 3.

Figure 4.8:Import a sample of log-file

3.Creating sessions :we create sessions for every user and turn it into a
transactional database as shown below in figure 4.9:

olle

public static T on ProduceAllDurationlists(L e> Durationlist, int index, string USER)

1 DurationDiffrence;
int nextIndex = index;

var AllDurations = new List<L
var AllTheUniqueSitesType = new
while (DurationlList.Count > index)

{

var FirstDuration = Durationlist[index];
var Duration = new
var SitesType = new I
var UniqueSitesType = new Itemset();

for (int i1 = index; i < Durationlist.Count; i++)

{

DurationDiffrence = DurationlList[i].Subtract{FirstDuration);
if (DurationDiffrence.TotalMinutes < 38)
{

Duration.Add(DurationlList[1]);

nextIndex++;

else { break; }
¥
index = nextIndex;
// SitesType = LogFile.GetSiteTypeCorrespondingToDateTime( Duration, USER);
SitesType = LogFile.CoorespondingOfDateTimeAndType(Duration,USER);
UniqueSitesType = LogFile.GetuniqueType(SitesType);
AllTheUniqueSitesType.Add{UnigueSitesType);
AllDurations.Add(Duration);

return AllTheUniqueSitesType;

Figure 4.9 function to convert sessions to transactional database

The generated transactional database of log file is shown below where every
line represents a user’s session as shown below in figure 4.10:
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Figure 4.10:A Sample of transactional database
4.3 Applying Aprior algorithm
The algorithm is based on the following steps:

1-Finding the frequent itemsets :They are performed from generated candidate
itemsets that has a minimum support threshold above 0.5. The function code of
finding the candidate & frequent itemsets are illustrated in the follwing figure 4.11:
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public static ItemsetCollection DoApriori(ItemsetCollection db, double supportThreshold)

{ Itemset I = db.GetUniqueItems();
n L n(); //resultant large itemsets
Li 1(); //large itemset in each iteration
Ci ion(); //pruned itemset in each iteration
int i =
//first iteration (1-item itemsets)
foreach (string item in I)
{
Ci.Add(new ITtemset() { item });
¥
//next iterations
int k = 2
while (Ci.Count != @)
{
Jf/set Li from Ci (pruning)
Li.Clear();
foreach (Itemset itemset in Ci)
{
itemset.Support = db.FindSupport(itemset);
if (itemset.Support »= supportThreshold)
Li.Add(itemset);
L.Add(itemset);
¥
//set Ci for next iteration (find supersets of Li)
Ci.Clear();
Ci.AddRange(Bit.FindSubsets(Li.GetUnigqueltems(), k)); //get k-item subsets
i+=1;
k += 1;
return (L);
¥

Figure 4.11: function of finding frequent itemsets of aprior algorithm.

The functionality of finding the candidate & frequent itemsets is that the aprior
algorithm scans the number of times the emergence of 1-itemset in the database
to calculate the support for each candidate itemset. It then compares it with the
support threshold. If the itemset support is bigger than the support threshold then
the candidate itemset will be added to the frequent itemset as shown in figure
4.12 below.

The candiate 1—itemset

“Rocial?y CYsupport:sz IV _Sxk

C8port?r Csupport:s F1_25a>

CHews> Csupport:=- FI6G_25h::>
LEducationy® Csupport:=z IF_.FPhHx>
“LEntertainment? Csupport:s FH_Tha>

The fy»eguent 1—3itemset

“4S8ocialr Ysupport:s FT S

L8 port;r Csupport:s F1 25>

CHews> Csupport:= IG_25::>
CEducation?® Csupport:=z I3 PS>
CEntertainment? <Csupporxrt:s IFIH_Fhhia>

Figure 4.12: Shows a sample result of frequent 1-itemset after applying support
threshold on candidate 1-itemset .

In the next figure the three first candidate itemsets has support less than the
support threshold so these itemset are not added to the frequent itemsets as
shown in figure 4.13 below.
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The candiate 4—itemset

“E8port,. Social. Entertainment. EducationZ>
LHe ocial, Entertainment. Education?
Sport,., Entertainment. Educationk

SEpoxrt. Social. Education? <support:z 1 .25+x>
Sport,. Social,., Entertainment? C{supports 2_5x>»

The FfFreguent <E—itemset

Spoxrt,. Tocial, Education? <C{support:= 1_25

- bl
Epoxrt,. Tocial, Entertainment? <supporxrt 2_5x>

Figure 4.13: shows a sample result of frequent 4-itemset after applying support
threshold on candidate 4-itemset .

The only candidate itemsets that appears in the below figure 4.14 that has support
less than the support threshold, consequently the frequent itemset is not
generated.

The candiate S—itemset
fMews, Sport,. Social. Education,. Entertainment?

The frequent S5—itemset

Figure 4.14: shows a sample result of frequent 5-itemset after applying support
threshold on candidate 5-itemset.

2-Finding the association rules: That is accomplished from the final frequent
itemsets with a confidence threshhold above 80.00 .

The function code of finding association rules by using the resulted final
frequent itemset is shown in the figure 4.15 below.

public static List<AssociationRule> Mine(ItemsetCollection R emsetCo - 7 L, double confidenceThreshold)

List<Ass Rule> allRules = new List<Associa
foreach (I itemset in L)

1 subsets = Bit.FindSubsets(itemset, 8); //get all subsets
subset in subsets)

double confidence = (db.FindSupport{itemset) / db.FindSupport{subset)) = 1086.8;

if (confidence >= confidenceThreshold)

{
AssociationRule rule = new AssociationRule();
rule.X.AddRange(subset);
rule.Y.AddRange(itemset.Remove(subset));
rule.Support = db.FindSupport{itemset);
rule.Confidence = confidence;
if (rule.X.Count > @ && rule.Y.Count > @)
{

allRules.Add(rule);

¥

¥

b

¥
return (allRules);

Figure 4.15 function code of applying association rules .

Applying the support threshold for every possible generated itemsets, with the

last satisfied frequent itemsets are used to apply association rules as shown

in figure 4.16.
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the final frguent itemsets that statsfies the support threszhold

< Mewsz Sport Social Education >
£ Mews Sport Social Entertainment 3

Figure 4.16: shows a sample result of the frequent itemsets ready for association
rules.

To find the association rules of the itemset as { News , Sport , Social ,Education }
as follows

A. The possible nonempty generated subitemsets generated of previous
itemset are

{Education},{Social},{Social, Education},{Sport},{Sport, Education},
{Sport, Social},{Sport, Social, Education},{News},{News, Education}
{News, Social},{News, Social, Education},{News, Sport},
{News, Sport, Education} and {News, Sport, Social}.

B. every nonempty subsetitemset of itemset, we can extract the strong rule
in the next form as follows:

{subitemset} =P{itemset - subitemset}
Where confidence =(sup-count(itemset)/sup-count(subitemset)) >= 80%

Satisfying the previous formula on the generated subitemsets of the itemset
{Education, News, Social, Sport}, it will produced the following results:

{Education}=>» {Social,News,Sport} , Confidence=3.70 %
{Social }=» {Education,News,Sport} , Confidence=3.33%
{Social, Education}=»{News,Sport} ,Confidence=11.11%
{Sport}=» {News,Social,Education} , Confidence=4.00%
{Sport, Education } =» {News,Social} ,Confidence=25.00%
{Sport, Social } =» {Education,News} ,Confidence=10.00%
{Sport, Social, Education }=» {News} ,Confidence=100%
{News } = {Sport,Social,Education} ,Confidence=3.44%
{News, Education } =» { Social,Sport} ,Confidence=10%
{News, Social }=» { Education,Sport} ,Confidence=14.28%
{News, Social, Education }=» {News} ,Confidence=33.33%
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{News, Sport}=»{Education,Social} ,Confidence=14.28%
{News, Sport, Education}=»{Social} ,Confidence=50.00%
{News, Sport, Social } = {Education} ,Confidence=33.33%
Every rule has confidence less than 80% is discarded.

We also can find the association rules for the itemset {New, Social, Sport,
Entertainment} by applying the same previous steps which can generates the
classes and nominate the final resulting association rules in the frequent
itemset. below figure 4.17 expresses more:

the Association Rules of user{pcl) hehaviour

{Sport, Social, Education} =» {News} (zupport: 1.25%, confidence: 188x)

{Sport, Social, Entertainment} => {Mews} (support: 2.5, confidence: 188:)
{Mews, Social, Entertainment} =» {Sport} (support: 2.5%, confidence: 188:)

Figure 4.17: the result of association rules of the final frequent itemsets

4.3 Applying Classification Based on Association Algorithm
(CBA) Algorithm

Previously in aprior algorithm sample result of association rules, we’ve found a
pattern describes the surfing from category (class page type) to another, but not able to
classify the user behavior. In this case we’ve applied CBA algorithm which can
integrate classification with association which is applied in two steps.

A-Generating CBA-To- CARs .

By setting the association rules in the pages content at the right hand side (r.h.s)
and the class page type at the left hand side (1.h.s), were it had achieved by the
writing code function.

o The function code of finding the candidate & frequent itemsets for
generating CARs are illustrated as shown below 4.18:

public static TtensetCollection CBA (ARs(ItensetCollection TransactionDataBase, ItensetCollection (lass, double support, double confidence)
{
Ttenset [ = TransactionDataBase.GetUniqueltens();
ection (1 = new TtemsetCollection();
Li = new on(); //large itemset in each iteration
It ion L = new on(); //resultant large itemsets
foreach (var item in I){Ci.Add(new Ttenset { item }); Console.Writeline(iten);
}
int k = 2, condSupCount = @, ruleSupCount = ©;
string[] Matchedclass = { " " };
string[] condest = { ™ };
int A=1;
do
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{ Li.Clear();
foreach (var itemset in (i)

{

for (int 1 = 8; 1 ¢« TransactionDataBase.Count && i < Class.Count; i)

{
if (TransactionDataBase[1].Contains(itenset))
{
condSupCount++;
if (Class[i].Contains("Education") || Class[i].Contains("Sport") || Class[i].Contains("Entertainment”) || Class[i].Contains("News") || Class[i].Contains("Social"))
{
ruleSupCount+;
Matchedclass = (lass[i].ToArray();
condest = itenset.Todrray();
1
}
i
itemset.Support = ((double)condSupCount / (double)TransactionDataBase.Count) * 160.00;
itemset.Confidence = ((double)ruleSupCount / (double)condSupCount) * 16@.08;
itemset.Matched(lass = Matchedclass;
itemset.condest = condest;
if (itemset.Support >= support && itemset.Confidence »= confidence)
{
Li.Add(itenset);
L. Add(itemset);
i
condSupCount = 0;
ruleSupCount = 85
}
(1. Clear();
var getKitenSubsets = Bit.FindSubsets(Li.GetUniqueltens(), k);
(1.AddRange (getKitenSubsets); //get k-item subsets
kt+;
M+,
} uhile (Ci.Count » B);
return L;

Figure 4.18 function code of finding frequent itemsets for generating CBA-To- CARs .

CARs can be determined by calculating three following terms:

I. condSupCount : number of counting the itemset in transaction
database.

II. ruleSupCount : number of counting the itemset transaction
database and is labled with classType.

Ill. Confidence for every rule

confidence =( ruleSupCount / condSupCount ) .

Then we can extract CARs for candidate-1 itemset as shown in figure
4.19 below by setting Support threshold =1.5,confidence 90.
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Figure 4.19: shows CARs sample result of candidate 1-itemset .

Sequentially we gather all the frequent CARs as shown in the next figure 4.21 below.
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the final CARules
Czupport=1l. 972 . confidence =188 >
=» {Education? <support:2.536x.confidence:108:>
{Educationy Csupport:2_536x,.confidence:188:x>
=» {Education? <{support:1_488x_confidence:1686:>
{Entertainment? <support:2.536x.confidence:l108:>
==» {Educationy f<{support:2_536x,.confidence:188:x>
=» {Education? <szupport:Z2_25%4x_confidence:180:>»
{Entertainment? <support:2.536x.confidence:108:>
¥ {Entertainment? {szupport:2.536x.confidence:-1088:x>
==2» {Entertainment} <{support:1_6%«_.confidence:180:)>
{Art} == {Entertainment? J(support:1.972x.confidence:168:>
{Celebiritiesy == {Entertainment?} <{support:1.972x_confidence:188:x>
L{Preszidenty == {Mews} {(zsupport:2_816x.confidence:-108:>
{Economy} == {MNews} <(support:1.408».confidence:1688:>
{Rumory = {Hewsy <Csupport:1l_126%_confidence:l1@@:x>
L{Common? == {Social} <(support: 3.944x confidence:1808:>
{Discoveryr == {Mews} <(support:2.536x.confidence:-108:>
{Event? == {Neuws} <(support:2_254%,_ confidence:188:x>
{Minster? == {Hews} C(support:1.6%«_confidence:188:)>
{HReport? ==» {Mewsz} <(zupport:1_126x_confidence:108:)>»
{Headlines} == {Mews} <(support:l.126¢.confidence:108:x>
L{Friend? ==» {Social} <(support: 2_536x,.confidence:1808:>
> {%ocial} <support:1_97Z2x_confidence:108:x>
{So0cial} C(support:4.588x . confidence:-188:x>
L Group> {8o0cial> Csupport:-2._.536x.confidence 188>
{Place> == {Social} <support:2_536x_confidence:168:x>
{Group. Place} ==» {Social} <(support:l.126%.confidence:1808:>
<{Share_ Flace? {8ocialy <Csupport:1l.972x.confidence:1808:>
{Share  Group? {Social} <support:-1.972x.confidence:1808:2>
{Mutual Place} » {8ocial} <szupport:l_126x_.confidence:1@8:x)>
{Social> {support:l._488x . confidence:-108:x>
{Social} <C(support:l1.126x.confidence:-108:x>
{Social} {(support:l.126x.confidence:1008:x>
> {8ocial} <Czupport:2_254« _confidence:188:)>
{Discovery. Minsterr == {News} J(support:-1.126x.confidence:188x>
{ Common . Group? » {8ocial} <support:l_126x_.confidence:1@8:x)>
{Social? (support:2.536x.confidence:-108:x>
> {8%ocial> C<support:1.126x . confidence:10@:>
{8ocial> <(support:1.126x.confidence:188:x>
Czupport:l . 488 . confidence 188>
Czupport:1l.126x . .confidence-10808:+>
{Entertainment} <(support:1.4088x_.confidence:1B8:x>
> {Entertainmenty C(support:l.126%.confidence:188:x>
{Entertainment? <zupport:1_.126+_confidence:100:>»
{Music.Movie} ==» {Entertainment? <(support:-1.126x.confidence:188:>
{Lecture,.GCollege? == {Education} <szupport:l_4088+_confidence:188:)>
{Book.Lecture} == {Education} <(support:1.126x.confidence:188:x>
{Education} <(support:1.126x.confidence:1088:x>
Czupport:l . 126% . confidence 188+ >
» {Education? <C{zupport:1.126x.confidence:-108:x>
==» {Education} <(support:1.126x.confidence:188:x>
¥» {Education? <{support:l.126x.confidence:-188:x>
=» {Education? <zupport:1l_126+_confidence:1080:>
==3» {Education} <(support:1.126x.confidence:188:x>
{<{S5hare Friend,GCommon} == {8ocial} <support:1_.126x_confidence:l1@8:x>
{Share Mutuwal,.Common} ==» {Social} <support:1_126x».confidence:108:»>

Figure 4.20 shows a sample result of the generated CARs.
2.Building CBA-CB

After generating CARs, building the classifier can be done in the next
following steps.

I.  Sort CARs in descending order according to support & confidence.
II. Initiate a classifier (C).
IIT. Pass the ordered CARs (R) through Database (D).

IV. Find the rules of R that covers D then put the covered rules at the end
of C.

V. Remove all the matched cases in D.
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VI. Select the default class of the class in the remaining D.

VII. Compute the total numbers of errors to evaluate the classifier.

VIII. Returning the Classifier.

The function code of CBA-CB execute the previous steps is shown the figure 4.21

public static ItemsetCollection CBA_CB(ItemsetCollection L,ItemsetCollection TransactionDataBase ,ItemsetCollection Class)
{

IEnumerable<Itemset> orderlist = L.OrderByDescending(l => 1.Support);//order CARs
var OrderRules = new ItemsetCollection();

OrderRules.AddRange{orderlist);

var Classifier = new ItemsetCollection();

var Index0fD = new List<int>();

var MarkedIndexOfR = new List<int>();
umerable<string> QueryCondest;

numerable<string> QueryClass;

string[] newCondest = new string[] { "" };

string[] newClass = new string[] { "" };

string defaultClass = "*;

for (int j = @; j < OrderRules.Count(); j++)

{

Index0fD.Clear();
MarkedIndexOfR.Clear();
for (int i =

@; i < TransactionDataBase.Count && i < Class.Count; i++)

QueryCondest = TransactionDataBase[i].Intersect{OrderRules[]].condest);
newCondest = QueryCondest.ToArray();

if (newCondest.length != @)

{

QueryClass = Class[i].Intersect(OrderRules[j].MatchedClass);
newClass = QueryClass.ToArray();
if (newClass.length != @)

IndexOfD.Add(1i);
MarkedIndexOfR.Add(j);

3
else
{
Console.Writeline("Recording Error™);
¥
¥
]
if (IndexOfD.Count != @)

{  LndexVOtD.reverse();
Console.Writeline();
foreach (var item in IndexOfD)

TransactionDataBase.RemoveAt(item);
Class.RemoveAt(item);

if (Class.Count = @)

defaultClass - Class.GetUniqueItems().First();
OrderRules[j].DefaulClass - defaultClass;
Classifier.Add(OrderRules[31);
ifier.Reverse();
le.Writeline();

T
else { break;}

3

for (int i = @; i < TransactionDataBase.Count & i < Class.Count; i++)
{Console.Writeline(*\n{" i String.Join(",", TransactionDataBasc[i]) 1 "}" 1 " ——> " 1 "{" | String.Join("", Class[i]) + "}");}
¥

Console.Writeline();

foreach (var item in Classifier)

Conscle.Writeline("\n{" + String.Join(",
¥

item.condest) + "}" + ©

*+ "{" 4 String.Join("", item.MatchedClass.ToArray()) + "}"

+ "\t( DefaulCla
ole.Writeline();
return Classifier;

Figure 4.21: function code of building classifier CBA-CB .

The classifier produces the most access pages and their categories as shown in figure
4.23
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The Classification »esult

<CCelebirdties? ==2>» {Entertainment>
<CFriend>* ==>» {Social>

== 4{Entertainment>>

==>» 4{Educationl

L Common® ==2>» {Social>
CESharer> == {LSocdial>
CPresident> ==2> {Hews>
<CE8chool> ==>» <{Education>
<“Book>» == {Entertainment>
CHMusicy> == {Entertainment>
CTDiscouveryy == LTHews>
CTHews>

Figure 4.22:The classifier result of the CBA-CB

Eventually, after a classifier is constructed, it needs to be evaluated for

accuracy = (100 —(number of recoded error/number of database records))*100 .

Extracting the default class which is the majority class of the remaining database in
figure 4.24 is shown below.

The accuracy of classifier: 8B_.14% The default Class is:Education

Figure 4.23: The classifier accuracy
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Chapter 5

Results and Conclusions
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Chapter 5

5.1 Introduction

This chapter we reviews all stages of building a predictive model for understanding
user behavior.

Understanding user behavior online has become a requirement for large companies
to commercialize products, this has become a need to build applications and rebuilding
websites and engines recommendation in manner that meets the needs of the user.
Understanding the behavior of the user must discover the navigating patterns; through
the analysis of the clicking stream of users from page to another to build a predictive
model generates output considered as parameters input to the recommendation engine
to bring out the recommendations reflect the requirements of the user.

5.2The Results
In this work results are visualized and illustrated the obtained from the predictive
model of six users, in two different forms:

1- Illustrating the classification results which contains the classes of the most
accessed pages ,the accuracy of used classifier and the default class, in addition
visualizing pie charts that illustrate the ratios used to browse the following class
pages {News, Education, Entertainment, Social} as follows:

o Showing the classification results of the most accessed pages and
visualizing Userl behavior in a shape of pie chart represents the ratio of
browsing between different classes of accessed pages in figure 5.1.

User 1 behaivor

Figure 5.1: shows results visualizes userl behavior
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¢ Viewing the classification results of the most accessed pages and visualizing
User2 behavior in a shape of pie chart represents the ratio of browsing
between different classes of accessed pages in figure 5.2.

User2 behaViDr The Classification result

(Minster} ==> {News}

tion}
K Book> » {Entertainment?
{Education}
> {News}

= {Ent nent}

he accuracy of classifier: 87.78% The default Cla

Figure 5.2: shows results visualizes user2 behavior

e The presentation of classification results of the most accessed pages and
visualizing User3 behavior in a shape of pie chart represents the ratio of
browsing between different classes of accessed pages in figure 5.3

User 3 behavior

Figure 5.3 shows results visualizes user3 behavior

e Showing the classification results of the most accessed pages and
visualizing User4 behavior in a shape of pie chart represents the ratio of
browsing between different classes of accessed pages in figure 5.4

55



The Classification result

User 4 behavior

Minster} ==> {Neus}

(Music? ==> {Entertainment’

(President} == {News}

Discovery} ==> {News}

‘Book} ==} {Entertainment?

Education K Ce lehir ==> {Enterta
0%

36%

[he accuracy of classifier: 85.12% The default Class is:Education

Figure 5.4 shows results visualizes userd4 behavior

® Viewing the classification results of the most accessed pages and visualizing
User5 behavior in a shape of pie chart represents the ratio of browsing
between different classes of accessed pages in figure 5.5

User 5 behavior

3
>
5
?

Entertainment
7%

[{{Dizcovery? > {News}

The accuracy of cle 7 The default Class is:News

Figure 5.5 shows results visualizes user5 behavior

o [llustrating the classification results of the most accessed pages and
visualizing User6 behavior in a shape of pie chart represents the ratio of
browsing between different classes of accessed pages in figure 5.6.
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The Classification result

User 6 behavior

{Celebirities? > {Entertainment?’

rocialr

:ation?

{Education

S TTTES ST > {Hews>

L Event? » L{Hews>

cy of 142 The default

Figure 5.6 shows results visualizes user6 behavior

2- Demonstrating comparison of columns charts for each user are shown below

in the figure 5.7
Comparsion between Users behavior

7
£ 5
2
E 5
g 4
2 3
2
2 2
E
5 1

0 Userl User2 User3 Userd Users Usert
W News 5 5 6 4 3 3
M Education 4 4 4 0 5 3

Social 4 a 3 4 4 3

M Entertainment 4 3 6 3 3 4

Figure 5.7 shows a chart comparison of different users .
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A comparison of users according to pages class is indicated also in figure 5.8.

Comparsion between users according to pages classes

100%:
90%
20%
70%
60% I M Entertainment
50% [
P Social
0% M Education
20% M Mews
10%
0%

Userl User2 User3 Userd Users Userg

chss percent

Number of users

Figure 5.8 shows a chart comparison of different users .

5.3 Conclusion

In this thesis the proposed system receives its input by preprocessing data from log-
file which is considered as a data source of user profile, we used in the analysis of a
program a flat file in Excel format. time and date are extracted , and merged them into
a single column, and the derivation of the content of the page was in different ways,
either to extract meta-tag that found in the HTTP Header, or it can be extracted through
the pages path in the URL, or by using meta-tag extractor applications, additional
column holding the URL will be added as well as a new column specifies the class type
of every page , and also a column holds the IP address is extracted to determine the
user. Through all these columns we can extract sessions for each group of pages.
Therefore, the transactional database can be created for every user.

After the transactional database is created, it is passed as parameter function to CBA
algorithm, which consists of two phases. The first phase using the association rules to
produce co-occurrence relationships, called associations among pages, this could be
done using normal association rule in ordinary transaction database represented in
aprior algorithm which is capable of describing and discovering patterns(which is
resulted of the frequent item sets) ,but it doesn’t have property to link every item set to
its predefined class type(category),in case we use class association rules represented in
class aprior algorithm ,it is like aprior algorithm ,capable of finding the frequent item
sets, but unlike the aprior algorithm ,it has property which is able to link every item set
to predefined class type ,also can count occurrences of every item set and its class type
in transactional database, in turn generating classed association rules, which are used
as part of the next phase ,the classifier building phase.

At the second phase of building the classifier ,the generated class association rules are
resorted the rules according to support & confidence values ,then the ordered rules are
passed through the transactional database to discover the matched rules, after that the
classifier is initiated and the matched rules are added to the classifier, then the matched

rules are removed of the transactional database ,select the default class of the major
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remaining classes in transactional database ,we evaluate the classifier by counting the
total number of errors divided by the number of tested data, finally we have a classifier
contains the most accessed pages and their categories to form a user profile represents
the user behavior.

5.4 Future Work

In this thesis we only explored a small field in using the CBA algorithm approach in
understanding user behavior. There are many possible directions I wish to work in
future. These directions include the following fields:

e Applying algorithm Classification based on Multiple Association Rule
(CMAR), instead of CBA, in the case of CPMR uses support with multi-
minimum support instead of single minimum support for improving accuracy.

® Integrating class association rules with different neural network classification
algorithms.

e  Applying sequential pattern techniques.
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